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According to the Government Accountability Office, the 2019-2020 cyberattacks against
SolarWinds Corporation (“SolarWinds”) and its Orion software were “one of the most
widespread and sophisticated hacking campaigns ever conducted against the federal
government and the private sector.”[1] It was an attack against America.[2] How has the
Commission responded? By first charging SolarWinds in district court[3] and, in today’s
settled proceedings,[4] charging four customers of its Orion software, with violations of the
federal securities laws. Today’s proceedings impose nearly $7 million in penalties against
these victims of the cyberattacks.

The four proceedings can be divided into two categories. Two of the companies – Avaya
Holdings Corp. (“Avaya”) and Mimecast Limited (“Mimecast”) – disclosed information about
the cyberattack.[5] However, the Commission finds that the disclosures omitted certain
material information.[6] The other two companies – Check Point Software Technologies Ltd.
(“Check Point”) and Unisys Corporation (“Unisys”) – did not update an existing risk factor in
response to the cyberattack.[7] The Commission finds that those risk factors became
materially misleading without disclosure that the Orion software in the companies’
respective network had been compromised.[8]
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The common theme across the four proceedings is the Commission playing Monday
morning quarterback. Rather than focusing on whether the companies’ disclosure provided
material information to investors, the Commission engages in a hindsight review to second-
guess the disclosure and cites immaterial, undisclosed details to support its charges.
Accordingly, we dissent.

Avaya and Mimecast

Avaya

With respect to Avaya, the Commission highlights “the likely attribution of the
[cyberattack] to a nation-state threat actor” as an example of omitted material information.
[9] The Commission’s view that such information is material is troubling for a couple of
reasons.

First, in its 2023 rulemaking on cybersecurity incident disclosure (the “2023 Cybersecurity
Rule”),[10] neither investors nor the Commission expressed a view that the identity of the
threat actor is material information. When proposing the 2023 Cybersecurity Rule, the
Commission sought public feedback on whether there were specific types of information
that should be disclosed for a material cybersecurity incident.[11] Not a single one of the
150-plus comment letters submitted on the proposal requested disclosure of the identity of
the threat actor.[12] Accordingly, it is highly unlikely that investors consider this
information to be material. When adopting the 2023 Cybersecurity Rule, the Commission
stated that disclosure of cybersecurity incidents should “focus…primarily on the impacts
of…[the]…incident, rather than on…details regarding the incident itself.”[13] The identity of
the threat actor, while an obvious “detail…regarding the incident,” lacks a clear link to the
“impact” of the incident. By using a settled proceeding to convey the view that this
information is material, the Commission regulates by enforcement.

Second, by the time Avaya disclosed information about the cyberattack in February 2021,
there had already been widespread media reports[14] and a joint statement by government
agencies[15] that Russia was the likely threat actor. Although Avaya’s disclosure did not tie
its incident to the SolarWinds cyberattack, it is unlikely that attribution of the incident to
Russia would have “significantly altered the ‘total mix’ of information”[16] about Avaya to a
reasonable investor in light of the existing public information about the cyberattack.

The Commission’s other factors for why Avaya omitted material information are equally
unconvincing. The Commission cites “the long-term unmonitored presence of the threat
actor in Avaya’s systems, the access to at least 145 shared files some of which contained
confidential and/or proprietary information, and the fact that the mailbox the threat actor
accessed belong to one of Avaya’s cybersecurity personnel.”[17] These are the “details
regarding the incident itself” – as opposed to the “impact” of incident – that the Commission
has said do not need to be disclosed.[18]



Mimecast

Although the Form 8-K requirements for disclosing material cybersecurity incidents, which
were adopted as part of the 2023 Cybersecurity Rule, did not yet apply to Mimecast, it
filed three Form 8-Ks related to the intrusion of the Orion software on its network.[19] In
the third Form 8-K, Mimecast filed its three-page incident report for the cyberattack as an
exhibit.[20] Mimecast’s efforts to inform its investors would not be rewarded; the
Commission finds fault with its disclosures, particularly regarding “the large number of
impacted customers and the percentage of code exfiltrated by the threat actor.”[21]

The Commission highlights Mimecast’s failure to disclose that “the threat actor had
accessed a database containing encrypted credentials for approximately 31,000 [of
40,000] customers.”[22] Where the compromised information consists of a large
percentage of customer credentials, disclosure of such fact can be material. In assessing
materiality in the Commission’s case against SolarWinds, the court stated that
“perspective and context are critical” to evaluating whether a Form 8-K is materially
misleading and that a filing is not misleading if “[the] disclosure, read as a whole, captured
the big picture.”[23]

Mimecast disclosed, without providing a percentage or number, that encrypted customer
credentials had been accessed.[24] It said that the company was “resetting the affected…
credentials.”[25] Mimecast further disclosed that it found “no evidence that the threat
actor accessed email or archive content held by [it] on behalf of [its] customers.”[26]

In bringing charges against Mimecast, the Commission focuses on the detail of the threat
actor accessing a database containing customer credentials, as opposed to the larger
picture of the effects of the incident. Access to credentials, by itself, may not be material if
the threat actor does not use the credentials to misappropriate customer information.
Mimecast’s disclosure, read as a whole, conveys the complete story about the
unauthorized access of credentials and the lack of misappropriated information.

With respect to disclosure of exfiltrated source code, Mimecast stated in its incident report
that the threat actor had downloaded a “limited number” of its source code repositories
but the company believed that the downloaded code was “incomplete and would be
insufficient to build and run any aspect of the Mimecast service.”[27] The Commission
finds that these statements were materially misleading because Mimecast did not disclose
that the threat actor had exfiltrated “58% of its exgestion source code, 50% of its M365
authentication source code, and 76% of its M365 interoperability source code,
representing the majority of the source code for those three areas.”[28]

By calling for disclosure of specific percentages and types of source code, the Commission
ignores the reasonable investor standard embedded within the materiality concept and the
types of information that such investor would consider important in making an investment
decision. We are doubtful that a reasonable investor would understand how exfiltration of



such precise percentages of those three types of source code affects Mimecast. Similar to
the Avaya case, such information is “details regarding the incident itself”[29] that do not
need to be disclosed. For us, the material disclosure by Mimecast is that the cyberattack
did not result in modifications of the company’s source code or have effects on its
products.[30] Notably, the Commission did not find that such statement was materially
misleading.

Effect on Form 8-K, Item 1.05 Disclosure

In addition to our concerns about the charges against Avaya and Mimecast, we are also
concerned about how the proceedings against them will shape disclosure provided
pursuant to new Item 1.05 of Form 8-K, which was adopted as part of the 2023
Cybersecurity Rule. This item requires companies to disclose “the material aspects of the
nature, scope, and timing” of a material cybersecurity incident.[31]

Companies reviewing today’s proceedings[32] reasonably could conclude that the
Commission will evaluate their Item 1.05 disclosure with a hunger for details that runs
contrary to statements in the adopting release.[33] To avoid being second-guessed by the
Commission, companies may fill their Item 1.05 disclosures with immaterial details about
an incident, or worse, provide disclosure under the item about immaterial incidents. The
Commission staff has already identified the latter practice as an issue,[34] and today’s
proceedings may exacerbate the problem. As the Commission recognized when adopting
the 2023 Cybersecurity Rule, immaterial disclosure about cybersecurity incidents may
“divert investor attention” and result in “mispricing of securities.”[35] However, if the
Commission’s enforcement actions have the practical effect of requiring immaterial
disclosure, then the benefits and underlying rationale used to support the 2023
Cybersecurity Rule may be undermined.

Check Point and Unisys

The Commission’s proceedings against Check Point and Unisys both rest on a similar
theory: the company failed to update its cybersecurity risk factor for the Orion software
compromise and left its risk factor generic (in the case of Check Point)[36] or as a
hypothetical (in the case of Unisys).[37]

Check Point

In the SolarWinds case, the Commission argued that the SolarWinds risk factor was
“unacceptably boilerplate and generic” because of “the company’s internal recognition
that its security systems were faulty.”[38] The court rejected the argument after a detailed
review of SolarWinds’ risk disclosure and concluded that “[v]iewed in totality, [such]
disclosure was sufficient to alert the investing public of the types and nature of
cybersecurity risks SolarWinds faced and the grave consequences these could present for
the company’s financial health and future.”[39]



In its proceeding against Check Point, the Commission argues that the company’s risk
disclosure was generic and should have been revised because its cybersecurity risk profile
had materially changed.[40] This contention, however, merits cautious consideration in
light of the SolarWinds court’s reasoning in dismissing portions of the Commission’s case
against SolarWinds, which, as illustrated below, was based on arguably similar disclosures.

Court’s reason for why
SolarWinds risk
disclosure was not
generic[41]

SolarWinds risk factor,
as quoted by the
court[42]

Check Point risk
factor[43]

Disclosed specific risks
the company faced given
its business model

[SolarWinds was]
vulnerable to damage or
interruption from…
traditional computer
“hackers,” malicious code
(such as viruses and
worms)…denial-of-service
attacks[, and]
sophisticated nation-
state and nation-state-
supported actors
(including advanced
persistent threat
intrusions).

We or our products are a
frequent target of
computer hackers and
organizations that intend
to sabotage, take control
of, or otherwise corrupt
our manufacturing or
other processes and
products. We are also a
target of malicious
attackers who attempt to
gain access to our
network or data centers
or those of our customers
or end users; steal
proprietary information
related to our business,
products, employees, and
customers; or interrupt
our systems or those of
our customers or others.



Warned about the
increasing frequency of
attacks

The risk of a security
breach or disruption,
particularly through
cyberattacks or cyber
intrusion, including by
computer hacks, foreign
governments, and cyber
terrorists, has generally
increased the number,
intensity and
sophistication of
attempted attacks.

We believe such attempts
are increasing in number.

Warned that the company
might prove unable to
anticipate, prevent, or
detect attacks

Because the techniques
used to obtain
unauthorized access or to
sabotage systems change
frequently and generally
are not identified until
they are launched against
a target, we may be
unable to anticipate these
techniques or to
implement adequate
preventative measures.
We may also experience
security breaches that
may remain undetected
for an extended period
and, therefore, have a
greater impact on the
products we offer, the
proprietary data
contained therein, and
ultimately on our
business.

While we seek to detect
and investigate all
unauthorized attempts
and attacks against our
network and products,
and to prevent their
recurrence where
practicable through
changes to our internal
processes and tools
and/or changes or
patches to our products,
we remain potentially
vulnerable to additional
known or unknown
threats.



Alerted investors to the
potential for a security
breach to have very
damaging consequences
to the company

The foregoing security
problems could result in,
among other
consequences, damage to
our own systems or our
customers’ IT
infrastructure or the loss
or theft of our customers’
proprietary or other
sensitive information. The
costs to us to eliminate or
address the foregoing
security problems and
security vulnerabilities
before or after a cyber
incident could be
significant. Our
remediation efforts may
not be successful and
could result in
interruptions, delays or
cessation of service and
loss of existing or
potential customers that
may impede sales of our
products or other critical
functions. We could lose
existing or potential
customers in connection
with any actual or
perceived security
vulnerabilities in our
websites or our products.

Such incidents, whether
successful or
unsuccessful, could
result in our incurring
significant costs related
to, for example,
rebuilding internal
systems, reduced
inventory value, providing
modifications to our
products and services,
defending against
litigation, responding to
regulatory inquiries or
actions, paying damages,
or taking other remedial
steps with respect to
third parties. Publicity
about vulnerabilities and
attempted or successful
incursions could damage
our reputation with
customers or users and
reduce demand for our
products and services.

Unisys

The Commission’s case against Unisys[44] rests on the finding that Unisys’s risk factor
framed cybersecurity events as hypothetical, even though a compromise of the Orion
software on the company’s network already had occurred.[45]



Risk factors are designed to warn investors about events that could occur and materially
affect the company. To the extent that an event has occurred and has materially affected
the company, it is generally required to be disclosed in another part of a filing, such as the
description of the business, management’s discussion and analysis, or the financial
statements and notes thereto. Whether risk factors need to be updated because certain
hypothetical risks have materialized is not always a straightforward matter,[46] and the
Commission should be judicious in bringing charges in this area. If the Commission does
not exercise restraint, it could find a violation in every company’s risk disclosure because
risk factors cover a wide range of topics and are inherently disclosure of hypothetical
events. Aggressive enforcement by the Commission may cause companies to fill their risk
disclosures with occurrences of immaterial events, for fear of being second-guessed by
the Commission. Such a result would frustrate the Commission’s goal of preventing a
lengthy risk factor section filled with immaterial disclosure.[47]

In light of these considerations, the case against Unisys is one that did not need to be
brought. The Commission advances three reasons for why the company’s cybersecurity
risk profile changed materially and its risk factor should have been updated.[48]

First, the Commission states that a “persistent and reportedly nation-state supported
threat actor compromised the company’s environment.”[49] This factor does not show
materiality because it merely says that a cybersecurity incident occurred, and not every
incident is material.

Second, the Commission finds that “the threat actor persisted in the environment
unmonitored for a combined span of at least sixteen months.”[50] While this fact is
concerning from an information security perspective, the Commission fails to elaborate on
why it is material from a securities law perspective. Notably, the Commission did not find
that Unisys’s financial results were adversely affected or its reputation had measurably
declined, especially relative to its peers given the widespread nature of the SolarWinds
cyberattack.

Finally, the Commission says that “[Unisys]’s investigation of the activity suffered from
gaps that prevented it from identifying the full scope of the compromise.”[51] It is unclear
to us how an after-the-fact investigation of a cybersecurity incident affects the materiality
of the incident itself. The Commission did not find that the unidentified aspect of the
compromise materially affected Unisys. Similar to the second reason, the Commission fails
to explain how a subpar investigation relates to adverse effects on the company.

Because we are not persuaded by the Commission’s arguments on the materiality of
Unisys’s cybersecurity incident, we do not support the charges against the company.

Conclusion



Cybersecurity incidents are one of a myriad of issues that most companies face. The
Commission needs to start treating companies subject to cyberattacks as victims of a
crime, rather than perpetrators of one. Yes, the Commission must protect investors by
ensuring that companies disclose material incidents, but donning a Monday morning
quarterback’s jersey to insist that immaterial information be disclosed � as the
Commission did in today’s four proceedings � does not protect investors. It does the
opposite.
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